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I. INTRODUCTION

E
NERGETIC particles in space cause various failures in electronics. One of the more dangerous among these is the single-event latchup (SEL), because the only way to remove the potentially destructive effect is to power cycle the device. A large body of work exists describing the approaches behind and radiation hardness assurance (RHA) qualification for SEL induced by protons [1] - [3] and neutrons [4] . Likewise, work is available showing electrons are capable of producing soft errors [5] - [7] , however, no experimental evidence of hard failures is so far available. The discussion around the electroninduced radiation effects in electronics has been motivated by the JUpiter ICy moon Explorer mission (JUICE). In the Jovian environment, electrons can reach energies up to a few hundred megaelectronvolts and are the main contributor to the total absorbed doses received by electronics [8] .
It has been shown in [6] through simulations and experimental results that electrons and photons can produce soft errors through high-linear energy transfer (LET) via nuclear interactions products with silicon. Such fragments are similar to those produced by protons [9] and can reach LET (in Si) values of 13 MeVcm 2 /mg for electrons and 15 MeVcm 2 /mg for photons, however, with a much lower probability than that associated with proton and nuclear reactions [6] . Therefore, it is expected that these recoils are in principle also capable of inducing hard errors in devices with a low enough LET threshold. Such effects include SELs or even single event burnouts.
Through experiments at the high-energy (HE) electron linear accelerator (LINAC) test facility VESPER at CERN, first SEL events were observed in static random access memories (SRAMs). Three different memories were tested with varying LET thresholds. The memories are highly sensitive to SEL effects, with an LET threshold of below ∼ 3 MeVcm 2 /mg. It was expected that the LET production distribution of electrons and photons could also generate SEL for a low enough LET threshold. The experimental validation confirms this, as the associated energy, range, and angular distribution of the nuclear fragments are compatible with SEL induction.
It has been shown previously that high-Z materials present in some ICs greatly increases the probability of causing proton-induced latchup events [2] . In addition, this phenomenon introduces a very strong cross section dependence with energy, therefore, requiting the need for testing at the maximum energy present in the working environment. In this paper, energy deposition simulations were made in FLUKA [10] , [11] for electrons, using an integral rectangular parallelpiped (IRPP) geometry previously described in [12] - [14] . The geometry includes a layer of tungsten to show the effect of the electron-tungsten interaction recoils on the overall energy deposition cross section. An estimated cross section was found by folding the experimental heavy-ion cross section, measured in earlier work [12] , and the FLUKA energy deposition simulations.
In addition, a simulation was performed to characterize the nuclear reaction products created by photons and electrons in tungsten as an extension for work done for protons in [2] . This paper shows for the first time that photons and electrons are also capable of inducing fissions fragments with LETs as high as ∼ 40 MeVcm 2 /mg.
II. FACILITY AND TEST SETUP
The experiments were conducted at the VESPER test bench located at the CLEAR experimental area at CERN [6] . The CLEAR facility is a general purpose electron LINAC for electronics, materials testing, and accelerator technology development with energies ranging from 60 to 200 MeV.
0018-9499 © 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information. [12] The beam that was used is a dark current beam with a low charge from 3.5 to 20 pC per pulse. The beam was diffused using a chromox screen several meters upstream of the test position to cover the SRAM device on the test board. The test board was attached to the movable table which was moved in the beam for testing. The beam size and intensity were logged by a fast beam current transformer located just in front of the device under test (DUT) and by a sensitive yttrium aluminum garnet fluorescent screen. Both of the detectors are logged and the variation of the beam size and intensity is saved during the test.
The devices were biased to 3.3 V, which is the nominal working current. The labview system controls the Agilent power supply and supervises the latchup system and performs the delatching. For all the runs, the dark current beam was used at VESPER [6] . The measurements were performed at room temperature
A. Devices Under Test
The DUTs were three SRAM memories from three different manufacturers (ISSI, Brilliance, and Alliance), as shown in Fig. 1 . A summary of the three memories can be seen in Table I . The Brilliance device has been characterized by both a heavy-ion beam and proton beams [12] , [14] , where they were referred to as SRAM F and BS62, respectively. The devices were biased through a programmable Agilent power supply, which was also used for delatching purposes. The SEL detection limit was set to 100 mA and the current was limited to 200 mA during the latchup events. The hold time was 300 ms and the cut time was 2 s. The total standby current consumption of the DUT differed per memory and was 30 mA for the ISSI, 10 µA for the Brilliance (the memory was in the low-power shut down mode during testing) and 12 mA for the Alliance memory.
The Brilliance SRAM used in this paper has a heavyion LET threshold 2.4MeV cm 2 /mg. The date code for these parts is 09254, which is equivalent to the SRAM F described [15] in [12] . The Alliance memory is referred to in the same work as SRAM C, with a threshold of <5MeV cm 2 /mg [15] , and the ISSI memory as SRAM A, with a threshold of 2.1MeV cm 2 /mg. Recoils generated by electro nuclear and photonuclear reactions in silicon reach LET values of up to 13MeV cm 2 /mg for electrons and 15MeV cm 2 /mg for photons, as discussed further in Section IV-C and shown in [6] . This means that the main contribution to the SEL events observed in this SRAM during irradiation can be attributed to high-LET recoils created in the silicon. Since this SRAM has a high SEL sensitivity, it is a good first experimental proof of electron-induced SEL. In addition to the LET threshold, a more important value in terms of the cross section is the L 1% value, which is the so-called onset LET value or the value at which the cross section is 1% of the saturation cross section [16] . The value is 15 MeVcm 2 /mg for the Alliance memory [12] , 6.5MeV cm 2 /mg for the ISSI memory [14] and 3.7MeV cm 2 /mg for the Brilliance. These values can also be seen in Table II. 
III. EXPERIMENTAL RESULTS
A. Brilliance Experimental Results
The ISSI memory has a LET threshold of 2.4MeV cm 2 /mg, and therefore, the cross section is dominated by recoils generated by electronuclear and photonuclear reactions in silicon. The cross section has a visible energy dependence already with the results at 210 MeV having a factor of ∼ 2 higher cross section than the 160 MeV results. A higher bound is given for the measurement at 60 MeV. The experimental data can be seen in Table III . Of the three memories tested, the Brilliance memory has the highest saturation cross section. As predicted by the Weibull fit for heavy ions, the Brilliance memory was also the most sensitive to electron-induced latchups. The cross section at 215 MeV is 1.34 × 10 −10 , which is a ∼ three times higher than for the ISSI memory.
As discussed in Section III-D, the limiting factor for the latchup testing is the increase in the standby current in the device. After a certain dose level, the standby current increases and the result after this point are ignored for the cross section calculation.
B. ISSI Experimental Results
Similar to the Brilliance memory, the ISSI memory has a LET threshold of 2.1MeV cm 2 /mg, and therefore, the cross section is dominated by recoils generated by electronuclear and photonuclear reactions in silicon. The ISSI memory has a heavy-ion saturation cross section about an order of magnitude lower than the Brilliance memory which is also seen in the electron-induced SEL cross section. The cross section has a visible energy dependence already with the results at 210 MeV having a factor of ∼ 2 higher cross section than the 160 MeV results. Due to the low SEL counts, the uncertainties of the results are large and more tests at lower energies would be needed to confirm the energy dependence at lower energies. The experimental data can be seen in Table IV .
To assess the pile-up effect, for the ISSI memory a measurement has been made at 210 MeV with a beam charge of 3.5 pC with a cross section of 3.20 ± 0.88 × 10 −11 cm 2 /bit and at 215 MeV at 15 pC with a cross section of 1.76 ± 0.72×10 −11 cm 2 /bit. The difference between the cross section is compatible with the experimental uncertainty. The change in cross section is then much less compared to the change in beam charge, which is increased by 4.3×. This result excludes the pile-up effect which would result in an exponential sensitivity of the SEL rate to the pulse charge [5] .
C. Alliance Experimental Results
The Alliance memory Weibull fit has a L 1% value of 15MeV cm 2 /mg [13] . This is higher than the LET of the highest silicon recoils created by electrons of 13MeV cm 2 /mg. Therefore, as is the case for protons, the SEL cross section for this component is expected to be dominated by tungsten fission fragments, which are produced in a much smaller proportion than silicon fragments owing to the smaller associated volume.
Therefore, no latchup events were observed prior to the standby current consumption becoming higher than the selected SEL threshold level of 200 mA. All of the results Fig. 2 . Increase in current observed in the ISSI SRAM standby current during the experiments at VESPER. The current limit for testing is always 200 mA. After the current rose above an acceptable value, the results are not considered for cross section calculations and the current limit was set higher to observe the increase in current.
given for the Alliance memory are, therefore, upper limit values. The experimental data can be seen in Table V .
D. TID Effects Observed During SEL Testing
Due to the low cross section of electron-induced SEL, the DUT received a large deposited dose during the irradiation. During the experiments, an increase in the current consumption was noted, as seen in Fig. 2 . After the current increase, the DUT continued to experience the SEL events. However, to make sure that the increase in the current did not affect the SEL cross section results whenever the current increased above the nominal the test results were disregarded.
To better understand if the increase in the current was really caused by the deposited dose a total ionizing dose (TID) test at the Co-60 facility at ESTEC in the Netherlands was conducted. All the three devices were exposed to the gamma radiation and the current was monitored during the whole experiment. All the DUT were biased at 3.3 V. For the Brilliance memory, the C E and the C E pin were connected according to specification so that the memory was turned off.
The increase of current in the three devices can be seen in Fig. 3 . The overall conclusions for the test were that the current consumption of the ISSI memory starts to increase after about 330 Gy, of the Alliance memory after about 550 Gy, and of the Brilliance memory after about 270 Gy. Therefore, extra care should be taken when testing components for electroninduced SELs due to the large associated fluences to obtain Fig. 3 . Increase of the standby current in SRAM biased to nominal voltage. All the three devices showed an increase in current similar to the one observed at the VESPER facility. The change from standby current is shown for easier comparison. 
IV. ANALYSIS OF THE ELECTRON-INDUCED SEL MECHANISMS
A. FLUKA Energy Deposition Simulation
To identify the effect that high-Z materials have on the energy deposited by HE electrons, protons, shown previously in [2] , and photons in the sensitive volume (SV) of the SRAM, a FLUKA simulation was performed using a geometry described in [13] and [14] where it is shown to be representative of the SRAMs used in this paper. The geometry used in this paper is verified for the same components [13] for protons; as both protons and neutrons cause latchup events through a similar mechanism-silicon fragments caused by nuclear reaction with the Si atoms. The geometry can be seen in Fig. 4 . The ISSI and Alliance memories were represented with an SV thickness of 2.5 and 3.2 µm, respectively, in [12] , however, for a first assessment the 2-µm SV thickness is found as a satisfactory approximation of the most accurate SV thickness.
The geometry used is an IRPP model in grid of 5 × 5 SVs with a size of 20 µm × 2 µm × 4 µm and a back-end-of-line (BEOL) of 5 µm of SiO 2 . In addition to this, a layer of 122-nm tungsten placed 200 nm above the SVs, to assess the effect that high-Z materials have on the energy deposition. It was stated in [13] that 5 µm of SiO 2 is a good estimation of the BEOL as the cross section at higher energies, also at 60 MeV, is dominated by silicon fragments and adding aluminum and/or SiO 2 will not affect the final result. A beam of either electrons, protons, or photons impinged on the BEOL, thereafter, the energy deposited in each SV was scored. The resulting reverse integral cross section can be seen in Fig. 5 . The cross section has been normalized by the simulated beam surface and the actual SV surface [12] .
There are several things to note when comparing the proton and electron cross sections. (I) The electron and proton cross sections have a similar shape, with a direct ionization region (marked as A in Fig. 5 ) and a secondary indirect ionization region (marked as B in Fig. 5 ). This region is composed of secondary recoils that are created by both electron and proton interaction with silicon. (II) The proton indirectionization cross section has no significant energy dependence, whereas electron indirect-ionization cross section shows a strong energy dependence. Both points (I) and (II) have been studied in [6] . (III) The introduction of tungsten in the BEOL of the device in the simulation introduces the third region (marked as C in Fig. 5) in the cross section. This region is caused by fission fragments created by tungsten interaction with the particles, as shown in [2] for protons. The region is not as apparent for electrons due to the lower probability and lower LET of these recoils. As opposed to region (B), the energy deposition in the region (C) range exhibits a strong dependence with the incidence particle energy.
B. FLUKA Estimation of the Cross Sections
To be able to estimate the cross section of the electroninduced SEL effects, an approach described in [12] has been used. First, the heavy-ion cross section of the memories is found experimentally and a Weibull function is fit to the experimental data to obtain the relevant quantities for further analysis. They are the LET threshold Lo, the saturated cross section value XSsat, the width parameter W and the shape parameter s. Then, energy deposition simulations are performed in FLUKA. Thereafter, the Weibull curve and the energy deposition curve obtained in FLUKA are folded for each primary beam energy simulation from FLUKA. Through this operation, an estimation of the cross section for different particle types, in this case, electrons, is obtained. The procedure for the folding is outlined in detail in [13] . The Weibull parameters for the SRAM mentioned in this paper have been characterized previously in a heavy-ion beam [12] , [13] and can be seen summarized in Table II. The resulting estimated cross section for Alliance, Brilliance, and ISSI can be seen in Figs. 6, 7, and 8, respectively. Although the memories all have different Weibull characteristics, the IRPP model used in this paper should be a good estimate for the overall shape and cross section for the memories. The match is verified by applying the same method as used in [13] for protons and achieving a satisfactory match between the simulation and experimental data.
For the Brilliance memory, the fit with the simulated cross section follows the overall shape and absolute value of the cross section. The lower energy point also follows the theoretical decrease in cross section well.
The ISSI memory follows the overall shape of the estimated cross section curve well, however, the absolute value of the experimental points is about a factor 4 higher than the simulated cross section. This can be mainly attributed to the fact that the IRPP model chosen for this paper is very sensitive to the changes in the thickness of the SVs [12] .
The Alliance result compared with the simulated cross section indicates that all the SEL upper limits are above the simulated cross section which would explain why no SEL results were observed. In addition, the high onset LET Heavy-ion Weibull functions of the tested SRAM. Shaded area represents the highest LET of recoils generated by electrons and protons and illustrates the difference in the cross section in this region.
value of 15MeV cm 2 /mg explains why the cross section for this memory is lower compared to the other two memories. An additional limitation for reaching lower cross sections with the Alliance SRAM is the TID onset limit described in Section III-D. As an illustration, the Weibull functions for the memories together with the relevant LET range for electrons (13MeV cm 2 /mg) and protons (15MeV cm 2 /mg) is plotted in Fig. 9 . The heavy-ion cross section in this regions is about two magnitudes lower for the Alliance memory than for the ISSI and the Brilliance memories.
C. FLUKA Tungsten Fragment Simulation
It has been shown that heavy-Z materials present in devices increase the SEL cross section during proton testing due to the high-LET recoils created by nuclear reactions [1] . To understand if electrons are similarly capable of producing fragments with LET values high enough to induce this effect, a tungsten nuclear fragment simulation was performed. A pencil beam of either protons, photons, or electrons impinged on a cube of 5-µm side of tungsten. The quantities scored for the fragments are the LET in silicon, seen in Fig. 10 , the charge, seen in Fig. 11 and the kinetic energy seen in Fig. 12 . All these quantities were normalized to the inelastic interaction cross section, as seen in Table VI .
The secondary fragments created in tungsten by protons, as can be seen in Fig. 10 , have LETs up to ∼ 45MeVcm 2 /mg. These fragments are shown to be responsible for the increase of cross section in highly integrated circuits between 200 and 500MeV [2] . Fig. 10 also shows that the secondary fragments created by electrons in tungsten can have LETs up to ∼ 40 MeVcm 2 /mg. They are, therefore, theoretically capable to produce a similar increase in cross section. Moreover, the highest LET values of the fragments created by electrons in tungsten are very similar to that of the protons. In addition, the tungsten enhancement effect creates a strong energy dependence for the maximum LET that one can observe during electron testing. As seen in Fig. 10 on the left, at lower beam energies only siliconlike and tungstenlike secondary recoils are present.
V. RHA IMPLICATIONS
A possible strategy for assuring that components are free of proton-induced SEL is to first test with heavy-ions up to a given LET. For devices that do not include high-Z material, this limit is set to ∼ 15MeVcm 2 /mg. Due to the fact that high-Z materials interaction with protons creates high-LET [2] . It was also suggested in [2] that to ensure that the component is completely SEL free for a given environment, one would have to test with the maximum energy of protons present in the environment. In this paper, it was shown that the photons and electrons are also capable of producing high-LET fragments of up to 40MeV cm 2 /mg, however, with a lower probability than protons. Therefore, in principle, a similar guideline is relevant for electrons. If the intended environment contains high-energetic electrons testing up to the aforementioned limit is also necessary in this case. The SEL cross section for the memories in this paper has an electron-induced SEL cross section which is several magnitudes lower than for the equivalent proton cross section. For the Brilliance memory, a proton saturation cross section has been found to be ∼ 3 × 10 −7 cm 2 [12] , whereas for electron testing it was found to be 3.3 × 10 −10 cm 2 . HE electron facilities still being relatively rare, they usually provide quite a low flux and energy of electrons. In addition, they are generally not built with electronics testing in mind. Therefore, SEL testing at these facilities can be time-consuming and quite complicated. Therefore, an alternative approach is to perform the tests with protons instead since the produced fragments have similar LETs. Another advantage is that testing can be done in less time due to the lower fluence. However, this is not the case for direct-ionization or elastic scattering, which have a higher cross section than the indirect ionization events. It was suggested in [2] that one has to consider the environment in which the device is to be operated in: the flux of the particles and the highest energy present in the environment, in which the device is to be used. The same consideration can be applied to electron testing, with the additional consideration that it is possible to substitute for proton testing instead. If the device is not sensitive to proton-induced SEL, it will not be sensitive to electron-induced SEL.
VI. CONCLUSION
First experimental evidence showing electron-induced SEL has been shown in this paper. The DUTs had a LET threshold of ∼ 3MeV cm 2 /mg [14] . It has been shown through simulation in [6] that electrons and photons are capable of producing nuclear interaction product with a LET of up to 13MeV cm 2 /mg and 15MeV cm 2 /mg, respectively. Therefore, the SEL observed in the DUT are attributed to these products. Moreover, a device with a LET onset value of 15MeV cm 2 /mg experienced no SEL events, which further implies that the recoils with high LETs are responsible for the SEL events.
It has been shown in [2] that the presence of high-Z materials in devices enhances the SEL cross section for high energy protons. The fission fragments created by the proton and tungsten interaction can have a LET of up to ∼ 45 MeVcm 2 /mg. Similarly, it was shown in this paper that electrons and photons are capable of producing fragments with a similar LET of up to ∼ 45 MeVcm 2 /mg, however, with a much lower probability.
The experimental result comparison with the cross section estimate obtained through FLUKA energy deposition simulations shows a good fit of the experimental data and simulation. The absolute value and the energy dependence were clearly seen in the Brilliance memory, the energy dependence was also seen on the ISSI memory. In addition, the ISSI memory was tested at different beam energies and the cross section results were within the uncertainties from each other indicating no pile-up effect, which would imply an exponential increase in cross section with the energy [5] .
Finally, as electrons and photons are shown to be capable of producing recoils with similar LET values, the implication to RHA is similar to the one suggested for protons in [2] : one should test with the highest energy present in the intended environment. In addition, where heavy-Z materials are present fission fragment with LETs of up to 45MeV cm 2 /mg are created. Therefore, testing with heavy-ions with LET values of at least 40MeV cm 2 /mg is advised [2] . Electrons and photons have been shown to produce fission fragments with similar LETs of up to ∼ 40MeV cm 2 /mg. Therefore, a similar approach is advised for electrons in order to cover the highest possible LET fragments generated. Proton testing can be seen as a suitable substitute since electrons, photons, and protons all produce fission fragments with similar LET values, due to tungsten interactions and beam-silicon recoils. The added benefit from proton testing is the lower fluence, and therefore, time and cost, needed for device qualification.
